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Decision/action requested

This pCR proposes content for the TR.845 [1] to describe the different models for security parameter storage.  
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Introduction
The new study item on storage and transport of 5GC security parameters for ARPF authentication was approved at SA plenary [2]. The TR includes a section to discuss security parameter storage in ARPF, UDR or both. 

By security parameters it is understood the set of data required to run primary authentication with the UE. For AKA based authentication the security parameters include parameters defined on a per individual subscriber basis such as: 

-
The authentication method (e.g. 5G-AKA, EAP-AKA').

-
The identifier of the authentication algorithm (e.g. MILENAGE, TUAK). 
-
Long term Key(s), including the subscription long-term key and optionally OPc or TOPc in case of MILENAGE or TUAK.

-
Sequence Number, SQN.

-
Authentication Management Field, AMF.

Other security parameters are not required to be defined on a per individual subscription basis but rather related to the authentication algorithms used. In this case, all subscriptions assigned to a given authentication algorithm identifier make use of the same set of security parameters associated to the authentication algorithm identifier. For AKA based authentication algorithms this can include parameters such as e.g. settings for the constants c and/or r for MILENAGE.  
This pCR proposes to describe the models for security parameter storage mainly for the model where security parameters are stored in both the ARPF and the UDR. 

The model where security parameters are only stored at the ARPF corresponds to a stateful UDM/ARPF deployment model where UDR is not used and thus not related to the scope of this TR. 

The model where security parameters are only stored at the UDR is not currently considered in Release 15 specifications. 
4
Proposal

It is proposed to agree the following changes to 3GPP TR 33.845 [1].
* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[x1]
3GPP TS 33.501: "Security Architecture and Procedures for 5G System".
[x2]
3GPP TS 29.505: "5G System; Usage of the Unified Data Repository services for Subscription Data".
[x3]
3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture".
* * * Next Change * * * *

4.1
Overview


4.1.1
General

As defined in TS 33.501 [x1], the UDM plays a key role in primary authentication and the privacy feature by supporting the ARPF and SIDF functionality. 

The ARPF and SIDF functionality requires the use of certain security parameters as defined in clauses 4.1.1 and 4.1.2. When UDM makes use of the UDR to manage subscription data, part of the security parameters required by the ARPF and SIDF may be stored in UDR as described in section 4.2.
4.1.2
Security parameters for primary authentication 

The security parameters required for execution of primary authentication includes the set of data required to run primary authentication with the UE. For AKA based authentication the security parameters include parameters defined on a per individual subscriber basis such as: 
-
The authentication method (e.g. 5G-AKA, EAP-AKA').

-
The identifier of the authentication algorithm (e.g. MILENAGE, TUAK). 
-
Long term Key(s), including the subscription long-term key and optionally OPc or TOPc in case of 
MILENAGE or TUAK.

-
Sequence Number, SQN.

-
Authentication Management Field, AMF.

Other security parameters are not required to be defined on a per individual subscription basis but rather related to the authentication algorithm. In this case, all subscriptions assigned to a given authentication algorithm identifier make use of the same set of security parameters associated to the authentication algorithm identifier. For AKA based authentication algorithms this can include parameters such as e.g. settings for the constants c and/or r for MILENAGE.  
4.1.3
Security parameters for privacy 

Editor's Note: Content to be added to this section
* * * Next Change * * * *

4.2
Models for ARPF and UDR setup

4.2.1
Model #A: Security parameters stored only in the ARPF


The model where security parameters for the execution of primary authentication are stored only at the ARPF corresponds to a stateful UDM/ARPF deployment model where UDR is not used. This deployment model is feasible based on existing 3GPP specifications. However, since the UDR is not required, this model is not considered within the scope of this TR. 
4.2.2
Model #B: Security parameters stored only in the UDR


The model where all security parameters for the execution of primary authentication are only stored at the UDR is not currently considered in existing 3GPP specifications and not recommended to be considered for future standardization work either.
4.2.3
Model #C: Security parameters stored both in the ARPF and the UDR


The model where the security parameters for the execution of primary authentication common across subscribers within PLMN are stored in the ARPF and the security requirements specific to individual subscribers are stored in the UDR corresponds to a stateless UDM/ARPF deployment model. This deployment model is feasible based on existing 3GPP specifications and it is considered the main model to be covered within the scope of this TR. 

TS 29.505 [x2] specifies the usage of the Unified Data Repository, Nudr, services for subscription data. This specification provides the resource definition and data model for subscription data used over the Nudr Service Based Interface. 

When it comes to the definition of resources related to subscription authentication material, this specification defines the AuthenticationSubscription data type supporting primary authentication as follows: 

Table 4.2.3-1: TS 29.505 [x2], Table 5.4.2.2-1: Definition of type AuthenticationSubscription

	Attribute name
	Data type
	P
	Cardinality
	Description

	authenticationMethod
	AuthMethod
	M
	1
	String containing the Authentication Method (
"5G_AKA" , "EAP_AKA_PRIME, "EAP_TLS"...)."

	encPermanentKey
	string
	C
	0..1
	The encrypted value (hexstring) of the permanent authentication key (K) (see 3GPP TS 33.501 [9]).

It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME".

	protectionParameterId
	string
	C
	0..1
	Identifies a parameter set securely stored in the UDM(ARPF) that can be used to decrypt the encPermanentKey (and encOpcKey or encTopcKey if present). Values and their meaning are HPLMN-operator specific.
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME".

	sequenceNumber
	SequenceNumber
	C
	0..1
	String containing the SQN as defined in 3GPP TS 33.102 [10].
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME".

	authenticationManagementField
	string
	C
	0..1
	Hexstring containing the Authentication management field as defined in 3GPP TS 33.501 [9].
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME".
Pattern: '^[A-Fa-f0-9]{4}$'

	algorithmId
	string
	C
	0..1
	Identifies a parameter set securely stored in the UDM(ARPF) that provides details on the algorithm and parameters used to generate authentication vectors. Values and their meaning are HPLMN-operator specific.
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME".

	encOpcKey
	string
	O
	0..1
	Hexstring of the encrypted OPC Key.

Presence indicates that the provided value (decrypted) shall be used instead of the value derived from OP and K.

	encTopcKey
	string
	O
	0..1
	Hexstring of the encrypted TOPC Key.

Presence indicates that the provided value (decrypted) shall be used instead of the value derived from TOP and K.


As shown, the AuthenticationSubscription data type includes only the security parameters defined at individual subscriber’s basis required for the execution of AKA such as: 

-
Long term Key(s), including encPermanentKey and optionally encOpcKey/encTopcKey.

-
Sequence Number, SQN (sequenceNumber).

-
Authentication Management Field, AMF (authenticationManagementField).

-
The identifier of the authentication algorithm (algorithmId).
The algorithmId attribute does not contain all the related information but it rather contains a string which refers to a parameter set securely stored in the UDM/ARPF. The algorithmId attribute identifies the authentication algorithm as well as other related parameters associated to the authentication algorithm which do not need to be specific for individual subscriber’s (e.g. settings for the constants c and/or r for MILENAGE) are referred to in the AuthenticationSubscription data resource by the algorithmId attribute.  

The definition of the AuthenticationSubscription data type allows for the use of proprietary authentication algorithms and SQN schemes by the choice of ENUMERATED and/or string values for relevant information elements within the AuthenticationSubscription data type and making use if required of the API extensibility mechanisms defined in TS 29.500 [x3] for any JSON object of any API.
Finally, based on implementation-specific means, it is possible that the storage of the AuthenticationSubscription resources within a UDR NF instance is managed in specific storage resources within the UDR NF instance. This can allow that the security parameters defined within the AuthenticationSubscription data type could be isolated from the rest of storage resources used for storing other subscription profile information within the UDR NF instance as described in TS 29.500 [x3] and TS 29.505 [x2]. 
* * * End of Changes * * * *

